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International businesses are focussing more on locally orientated
marketing and the typical business structure is shifting from
being HQ-centred to a flat business unit structure. With these
macro-trends shaping commerce, one growth strategy is
emerging as critical to the success of any business - remote
offices. Remote offices enable companies to enter a new market,
by establishing a close proximity to the customer in order to
improve the sales cycle.

But why are remote offices now such an attractive proposition?
After all, the idea of international growth is not new. The
principle consideration is always whether market conditions are
right, but that decision is made easier by emerging technology,
which helps the productivity of a remote office. New
technologies, such as VPN, offering a foundation and emerging
technologies such as VoIP offering an advanced communications
channel into other offices.

With IT a key part of making new remote offices viable and the
urgent need to recover initial set-up costs, it is crucial that IT

security guarantees return on investment. Any loss of
productivity could set a company back months when trying to
break into a new market. As far as any company is concerned,
this is the worst kind of delay as green field markets almost
guarantee sales. A recent European survey said 70 per cent of
the 3,000 1 IT systems administrators polled were updating
remote office and telecommuter antivirus signature files once a
week or less. Security management for remote offices is an issue
that will not go away, for several reasons.

Firstly, internet attacks are on the increase be it worms such as
Sasser or malicious code such as Code Red. Secondly, security is
typically not as good in remote offices as it is in the company's
head quarters. And thirdly, a remote office cannot always justify
an on-site IT manager and so managing the company-wide
security network can be difficult.

1 This figure was sourced from a Sophos survey, available on the Sophos website, within the press office. 
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I. Remote Office Security: Making or Breaking Growing Businesses?

Remote offices are now a fundamental part of any growing business. If the market conditions are right the offices can
open up a whole new region. Next-generation IT security is an enabler for this growth, says Jean Paul Ballerini,
Technology Solutions Expert, Internet Security Systems

II. Protecting the Weakest Link

The old adage 'you are as strong as your weakest link', is
certainly true in IT security. For the reasons explained above, the
common area of concern for IT managers is remote office. Next-
generation point security solutions such as Internet Security
System's Proventía M10 can offer a natural solution. Appliances
such as these include security measures that, up until recently,
were only conceivable at a corporate level.  Furthermore they
offer a centralised management system, which provides a single
streamlined security management interface, which serves two
critical functions. First, it can help reduce security management
overheads. Secondly, it can enable administrators to monitor and

interact with the security system as a whole, as opposed to
dealing with separate systems.

In addition, the corporate IT manager has to be aware of the
potential of scaling security to mirror future technologies such
as VoIP. As such, today's next-generation security solutions
should ensure investment protection by providing for future
inclusion of application-specific security measures such as VoIP
protection. This type of technology, if included in gateway
protection, can empower IT managers to roll-out productivity-
enhancing technology like VoIP across international offices in the





AN OPINION PIECE PG 04

Once the new point solutions are integrated into a network of
remote offices, the evolution of the network is a key
consideration. Typically, an IT decision maker justifies
expenditure with return on investment. This return is linked to
productivity, which in turn is linked to security.

The problem facing architects of IT systems, especially those
including remote offices, is that typically legacy systems are
created by 'wait and see' investment. This means, as new
security issues arise, a technology is bought to counter it. This
leads to a mess of heterogeneous security tools, which cannot
interface with each other effectively. Aside from being a
nightmare to manage, this philosophy does not address the
shortening time frame between vulnerabilities being discovered
and an attack. With the attacks becoming evermore
sophisticated, waiting until after an attack has hit, before
addressing it, will likely expose a network to critical failure.

The next stage of network design sweeps aside these common
problems by deploying ubiquitous security appliances with a
high level of protection so that the monitoring points can be
decentralised and hence offer flexibility. These monitor points
can feed intelligence into a central management system.
Management systems such as ISS' SiteProtector allows
centralised management of a full spectrum of threats such as

Firewalls, Antivirus, Brute Forcing, Hacking, Web-content and
Mail-content allowing a quick detection of potential threat by
aggregating and correlating the received events.
Already businesses are looking to adopt this methodology, with
companies such as Heidelberger Sand und Kies , which produces
high-quality building materials in Germany, using the Proventía
M10 as a springboard for a future centralised management
system.

In addition to countering threats, network security must not
compromise future technologies. There is no point in offering a
security appliance, which essentially sandwiches different
prevention filters in sequence as signal latency suffers. Often
appliances boast packet level inspection with large throughputs,
but in fact it is the application-critical issues, such as latency,
which are most important to a network. For example, VoIP cannot
function with network delay larger than 150 milliseconds. If a
security measure increases the delay above this threshold, a
business-critical technology like VoIP ceases to work. This
shortcoming can mean the productivity and viability of a remote
office is sacrificed. A business with ambitions of expanding
quickly must plan for such eventually; otherwise it risks missing
out in a new market.

V. Network Evolution

With technologies such as ADSL, WLAN and Wi-Max helping
increase the viability of remote branches, the security of remote
offices is an issue that will be in the spotlight in 2005. The fact
there are increasingly multiplying and morphing threats, coupled
with the decrease in lag-time between vulnerability detection
and attacks means that a second era of IT management will be
born in the next few years. No longer will a business be happy
with patching up a weakness after an attack has hit, but
expectations will be raised to be ready before the danger arises.
Furthermore, security must mirror the future IT strategy of a
business. If the security measures do not allow a company to

maximise productivity-enhancing applications, then it is not
worthy of the investment.

If businesses want to reap the rewards of new markets, then
remote offices are the right choice to be close to the customers.
But the logistics of preparation for how that office will work with
the larger organisation is as important as the business case for
entering that market. Without the correct IT support and security
a remote office can become a burden, but if supplied with the
right resources it can be a springboard into a whole new league
of growth.

VI. Next Generation Security
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